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EXECUTIVE SUMMARY

Report of Investigation 2020-0005

On December 6, 2019, the Office of Inspector General (OIG) received a complaint from JEA’s
Senior Leadership Legal Counsel regarding the unauthorized release of a PowerPoint
presentation titled “Management Presentation, Project Scampi, December 2019,” which JEA
Senior Leadership prepared in conjunction with the Intent to Negotiate (ITN) # 127-19 For
Strategic Alternatives issued in August of 2019. The presentation was considered by JEA Senior
Leadership to be confidential and/or sensitive information. The PowerPoint presentation was
distributed during a publically noticed meeting on December 6, 2019, during which two Council
Members were discussing an emergency resolution requesting that the JEA Board take formal
action to withdraw the ITN. JEA employees, other individuals, and media attended this meeting.

In December of 2019, pursuant to 8602.303(j), Ordinance Code, the OIG referred the matter to
the Office of the State Attorney for the Fourth Judicial Circuit (SAO) for criminal investigation,
based on possible violation of Florida Statute 8119.071 (b)(1) and (2) General exemptions from
inspection or copying of public records. In January of 2020, the SAO advised the OIG could
continue with an administrative investigation.

The OIG investigation concluded that former JEA Senior Leadership, who considered the
document to be confidential and/or sensitive information, did not take all the “necessary steps to
prevent unauthorized access to information” in violation of the JEA Acceptable Use Policy,
effective October 2, 2018, section 8.0 Confidential and Sensitive Information. Specifically, the
Project Scampi Management Presentation (version 2019.11.21) prepared as part of an ongoing
ITN process — a competitive solicitation which might be exempt from release under §286.0113
General exemptions from public meetings — had been saved on an unsecured shared drive (T
Drive), and the file had not been password protected.

The OIG investigation did not address and makes no conclusions regarding whether the Project
Scampi Management Presentation (version 2019.11.21) was exempt or confidential under State
of Florida Public Records Law.

Based on records reviewed and testimony during the investigation, the OIG substantiated that in
November of 2019, a JEA employee accessed and downloaded the Project Scampi Management
Presentation (version 2019.11.21). The OIG also substantiated that the JEA employee provided
the Project Scampi Management Presentation (version 2019.11.21) to a Council Member.

The OIG concludes that the JEA Acceptable Use Policy, effective October 2, 2018, lacks any
articulated prohibition against JEA employees accessing JEA internal network drives for the
purpose of downloading (i.e. USB drive) and providing confidential and/or sensitive information
to external parties without a clear business need, justification, and without prior management
approval.
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As a result of this investigation, JEA will be eliminating the unsecured shared drive (T Drive).
In addition, JEA advised that the employee was verbally counseled, in part, regarding exercising
caution with the handling and the distribution of documents. JEA declined to update policies as
outlined in the recommendations.

The OIG recommendations regarding policy updates were intended to strengthen internal
controls and be broad in scope rather than specific to the document at the center of this
disclosure. Additionally, the recommendations were to ensure that any of JEA’s proprietary
and/or confidential/sensitive information is protected and that any release of information does
not circumvent JEA’s Public Records Request policies and procedures.
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INVESTIGATIVE REPORT

ALLEGATION

On December 6, 2019, the Office of Inspector General (O1G) received a complaint from JEA’s
Senior Leadership Legal Counsel regarding the unauthorized release of a PowerPoint
presentation titled “Management Presentation, Project Scampi, December 2019,” which JEA
Senior Leadership prepared in conjunction with the Intent to Negotiate (ITN) process and was
considered to contain confidential and/or sensitive information. This PowerPoint presentation
was distributed during a publically noticed meeting on December 6, 2019, between two
Council Members discussing an emergency resolution requesting that the JEA Board take
formal action to withdraw the ITN. JEA employees, other individuals, and media attended
this meeting.

GOVERNING DIRECTIVES

Florida Statutes

Chapter 286, Public Business: Miscellaneous Provisions
e 8286.0113 (2) (a) (2) (b) (1) General exemptions from public meetings

JEA Policies and Procedures

e JEA Acceptable Use Policy, effective October 2, 2018

BACKGROUND

In August of 2019, JEA issued Intent to Negotiate (ITN) # 127-19 For Strategic Alternatives.
The ITN invited “interested parties to submit Replies detailing strategic alternatives that are
aligned with JEA'’s goal of maximizing customer, community, environmental and financial value
over the long term ... Potential alternative can include but are not limited to, operational
changes, structural changes, joint ventures, development partnerships, community ownership,
corporate ownership, an initial public offering, private placement, technology conversion, oil
and gas conversion, utility conversion, or another recapitalization of the business. "%

During the ITN process, the JEA Senior Leadership Team (SLT) and other subject matter experts
compiled operational and financial information into a PowerPoint presentation titled
“Management Presentation, Project Scampi December 2019~ (hereafter referred to as Project
Scampi Management Presentation). Operational and financial information within the Project

L Intent to Negotiate # 127-19 For Strategic Alternatives, p.19
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Scampi Management Presentation was updated during the SLT’s review process and drafts were
saved with different file names. The final version of the Project Scampi Management
Presentation was presented to responsive bidders during negotiation sessions held in Atlanta,
Georgia, in December of 2019.

After receiving the complaint, and pursuant to 8602.303(j), Ordinance Code, the OIG referred
the matter to the Office of the State Attorney for the Fourth Judicial Circuit (SAQ) in December
of 2019 for criminal investigation, based on possible violation of Florida Statute 8119.071 (b)(1)
and (2), General exemptions from inspection or copying of public records.

In January of 2020, the SAO advised the OIG could continue with an administrative
investigation. The OIG investigation did not address and makes no conclusions regarding
whether the Project Scampi Management Presentation (version 2019.11.21) was exempt or
confidential under State of Florida Public Records Law.

INVESTIGATIVE FINDINGS

OIG RECORDS REVIEW

The OIG reviewed various records, including applicable Florida Statutes, JEA policies and
procedures, and other records, as highlighted below:

Florida Statutes

Chapter 286, Public Business: Miscellaneous Provisions

§286.0113 General exemptions from public meetings, (2) (a) (2) (b) (1) states in part:

Any portion of a meeting at which a negotiation with a vendor is conducted
pursuant to a competitive solicitation, at which a vendor makes an oral
presentation as part of a competitive solicitation, or at which a vendor
answers questions as part of a competitive solicitation is exempt...

JEA Policies and Procedures

JEA Acceptable Use Policy, effective October 2, 2018, states verbatim and in part:
2.0 Purpose

This policy outlines what constitutes acceptable use of the Information and
Communications Technology (ICT) resources of JEA and establishes rules to protect
both users and JEA. Inappropriate use of information and communications technology
equipment exposes JEA to unacceptable risks ...
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3.0 Scope

This policy relates to all ICT and services provided by JEA including, but not limited to,
computers, laptops ... databases, operating systems ... All JEA employees, contractors,
consultants ... including all personnel affiliated with third parties are required to adhere
to this policy.

4.0 Definitions

Confidential Information — Data for which there is a legal obligation not to disclose.
The data elements require the highest levels of restriction due to the risk or harm that
will result from disclosure or inappropriate use. Release of such information will be
harmful to JEA's interests ...

Sensitive Information — Data that is not legally protected, but should not be made public
and should only be disclosed under limited circumstances. Users must be granted
specific authorization to access since the data's unauthorized disclosure ... may cause
perceivable damage to the company.

6.0 Policy, 6.4 Electronic Messaging

6.4.10 Sensitive information must not be forwarded to any party outside JEA without the
prior approval of a local department manager. Unauthorized disclosure of sensitive
information may result in disciplinary action, including but not limited to the loss of
email privileges and/or termination.

8.0 Confidential and Sensitive information

Users must take all necessary steps to prevent unauthorized access to information.
9.0 Unacceptable Use

The list below is an attempt to provide a framework for activities which fall into the
category of unacceptable use ... 9.1.10 Effecting security breaches ... Security breaches
include, but are not limited to, accessing data of which the user is not an intended
recipient ...

10.0 Exceptions
Any exceptions to this policy will require written authorization. Exceptions granted will

be issued a policy waiver for a defined period of time. Requests for exceptions to this
policy will be addressed to the Director Information Security.
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Based on a review of the current policy, the policy lacks any articulated prohibition against JEA
employees accessing JEA internal network drives for the purpose of downloading (e.g. via USB
drive) and providing proprietary, confidential, and/or sensitive information to external parties
without a clear business need, justification, and without prior management approval.

There is, however, a prohibition against revealing or publicizing sensitive information via e-mail
(6.3 Internet) and a prohibition against forwarding sensitive information via e-mail to any party
outside of JEA without the prior approval of a manager (6.4 Electronic Messaging). Neither
prohibition is applicable to this investigation.

Review of Management Presentation, Project Scampi December 2019

During the investigation the OIG received several printed copies of the Project Scampi
Management Presentation provided to attendees on December 6, 2019, at a publically noticed
meeting between two Council Members regarding an emergency resolution to request the JEA
Board take formal action and withdraw JEA ITN # 127-109.

As part of the records review, the OIG obtained an electronic version of a PowerPoint titled
“Project Scampi Management Presentation, 2019.11.21.pptx” from a COJ e-mail account. The
OIG compared the printed copies and the electronic version of these management presentations
and determined that the versions were the same.

The printed copies and Project Scampi Management Presentation, 2019.11.21.pptx (electronic
version) had 169 slides, which contained JEA operational information, financial information, and
various notes. Multiple slides in both the printed and the electronic presentations were blank but
had comments regarding information that was to be added by various JEA departments. The
printed copies and Project Scampi Management Presentation, 2019.11.21.pptx appeared to be in
draft form.

Immediately after the cover page, on slide two, on both the printed copies and Project Scampi
Management Presentation, 2019.11.21.pptx (electronic version), a legal disclaimer stated the
following: “This Confidential Information Presentation (the “CIP”) is intended solely for the
use of perspective respondents (the “Respondents”) in determining whether or not to pursue the
Invitation to Negotiate # 127-19 for Strategic Alternatives (the “ITN”) by JEA (also referred to
as the “Company”). This CIP is of a proprietary and confidential nature, and is only being
furnished to those Respondents who have agreed to be bound by the terms and conditions of the
Non-Disclosure Agreement...”

JEA Information Technology (IT)

The Director of Information Technology (IT) Infrastructure & Compliance Assurance, JEA,
worked closely with the OIG during the investigation and, in addition to explaining JEA’s
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internal processes, explained various JEA IT internal records regarding Project Scampi, which
were provided to the OIG.

On December 6, 2019, the Vice President and Chief Information Officer instructed IT staff to
investigate a “Sensitive document located in public location T:Allyssa\ for potential user
access.” JEA IT staff performed an audit log search and identified nineteen? employees who
attempted access to files named “scampi” between November 21, 2019 and December 6, 2019.

JEA IT further reviewed the computer logs for the 19 employees who accessed the electronic
version in order to determine the identity of any employee who saved an electronic copy of
Project Scampi-Management Presentation-2019.11.21.pptx to a USB flash drive. Based on the
review of the computer logs, JEA IT identified Anthony J. Smith (Smith), Manager, Energy
Distribution Service Operations, as the JEA employee who downloaded the electronic version to
a USB flash drive.

JEA IT conducted a review of Smith’s JEA laptop computer and determined the following, in
part:

e On November 26, 2019, at 9:08 A.M. Smith accessed the Project Scampi- Management
Presentation-2019.11.21.pptx that was located in a folder named “Allyssa” ® on one of
JEA’s internal drives commonly referred to as the “T Drive.” *

e On November 26, 2019, at 9:08 A.M., Smith saved a shortcut to the file (T:\Allyssa\
Project Scampi-Management Presentation-2019.11.21.pptx) on a USB drive (E:\Project
Scampi-Management Presentation-2019.11.21.pptx).

e Additionally, on November 26, 2019, at 9:09 A.M., Smith copied the Project Scampi-
Management Presentation-2019.11.21.pptx file on the T Drive to his “F Drive” [a unique
drive on the JEA computer which is accessible only by the employee to which the F
Drive is assigned].

e On December 5, 2019 at 1:50 P.M., Smith accessed two versions of the electronic
presentation located on the T Drive within the Allyssa folder [Project Scampi-
Management  Presentation-2019.11.21.pptx and Project  Scampi-Management
Presentation-2019.11.20-PM.pptx.]

e On December 5, 2019 at 1:51 P.M. Smith accessed the Project Scampi- Management
Presentation-2019.11.21.pptx that Smith had saved to his F Drive.

2 Based on IT records, JEA identified 24 employee names; however, several were duplicates, which resulted in identifying only
19 JEA employees who attempted to access files named scampi within the JEA network(s).

3 The Financial Analyst, Capital Budget Planning, JEA, created this folder on the T Drive.

4 JEA’s T Drive is a shared unsecured drive accessible to all JEA employees.
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Financial Analyst, Capital Budget Planning, JEA, E-mail Account Review

The Financial Analyst sent two e-mails to Aaron Zahn, former Managing Director and Chief
Executive Officer, JEA. The first e-mail dated November 21, 2019, at 8:19 A.M. contained a
hyperlink to the Project Scampi- Management Presentation-2019.11.20.pptx on the T Drive and
contained the following verbiage:

Last night’s draft of the presentation can be found here.®> A new draft will be saved down
tonight, 1 will send that to you for your review when it is saved down!

A second e-mail dated November 21, 2019, at 10:40 P.M. contained a hyperlink to the Project
Scampi- Management Presentation-2019.11.21.pptx on the T Drive and contained the following
verbiage:

Hi Aaron, The most recent draft of the presentation can be viewed here.® A more
complete draft will be uploaded this weekend. | will send you an update when that is
ready for your review.

Please let me know if you have any questions, corrections, or additions that you would
like addressed ahead of the next draft turn!

TESTIMONY

Statement of Financial Analyst, Capital Budget Planning, JEA

The Financial Analyst’s role during ITN was to assist the JEA Senior Leadership Team (SLT)
with compiling information for the Project Scampi Management Presentation.  The Financial
Analyst recalled this began the week or two before Thanksgiving (November 28, 2019).

The Financial Analyst stated she assisted the SLT and the JP Morgan financial team with the
Project Scampi Management Presentation slides. In essence, after she received information
from the various SLT members she made the PowerPoint slides “prettier.” The Financial
Analyst explained the Project Scampi Management Presentation was shared with the JP Morgan
team for their input and for the JP Morgan team to add the financial information into the
management presentation.

In November of 2019, she saved two draft electronic versions of the Project Scampi
Management Presentation (2019.11.20 and 2019.11.21) to a shared network drive (T Drive).
She explained the T Drive was a shared network drive in which JEA employees could
collaborate on projects. She saved the electronic versions on the T Drive because Aaron Zahn,

5 The word “here” had been hyperlinked to the Project Scampi- Management Presentation-2019.11.20.pptx located on the T
Drive.

6 The word “here” had been hyperlinked to the Project Scampi- Management Presentation-2019.11.21.pptx located on the T
Drive.
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former Managing Director and Chief Executive Officer, needed to review and update the
presentation. The T Drive was the only shared drive to which both she and Zahn had access.

She saved the two draft electronic versions of the Project Scampi Management Presentation in a
folder named “Allyssa” on the T Drive. After she saved each version, she sent an e-mail (could
not recall dates) to Zahn letting him know that the draft version of the management presentation
was on the T Drive in order for him to review and update the management presentation.

She further advised the “Allyssa” folder on the T Drive did not contain any other documents or
records other than the two PowerPoint versions of the Project Scampi Management Presentation
(versions 2019.11.20 and 2019.11.21).

At some point, the former Chief Financial Officer’ told her that the Project Scampi Management
Presentation (version 2019.11.21) had been leaked to the public and the information had been
provided during a publically noticed meeting between Council Members on December 6, 2019.

After learning that the Project Scampi Management Presentation (version 2019.11.21) had been
leaked to the public, she removed the two drafts of the Project Scampi Management Presentation
from the unsecured shared T Drive to the secured ITN Data Room.2 In addition, she manually
deleted the two draft Project Scampi Management Presentations from the “Allyssa” folder on
the T Drive.

The Financial Analyst stated she did not receive any clear guidance from the SLT (or anyone)
that the management presentation was confidential, should be in a password-protected file, or
should be stored in the Data Room, prior to the leak of information. After the leak, she was
advised (could not recall who advised her) that the management presentation should not have
been placed on the unsecured T Drive.

She advised most of the information in the Project Scampi Management Presentation was from
previous JEA Board of Directors packets. However, the financial forecast information would not
have been available for public release until the ITN had been completed.

The Financial Analyst advised that the leaked version (Project Scampi Management
Presentation 2019.11.21) was not the current version that was actually being worked on at the
time of the leak, on December 6, 2019, as the management presentation had evolved due to
various updates and revisions by the SLT.

7 Ryan Wannemacher.
8 A Data Room was used during the ITN process to store confidential data.

Page 9 of 15



OFFICE OF INSPECTOR GENERAL 2020-0005

Statement of Anthony “AJ” Smith, Manager, Energy Distribution Service Operations,
Distribution Construction and Maintenance, JEA?®

Smith began employment at JEA in March of 2005 and was promoted to his current job in June
of 2015. Smith stated he wanted to be informed about what was happening at JEA and would
read everything he could find, including JEA Board of Directors meeting agendas, minutes, and
presentations, etc. Smith learned of Project Scampi through both social media and news reports.
Smith never worked on Project Scampi as part of his job duties.

Smith explained JEA had an unsecured shared network drive accessible to all JEA employees,
commonly referred to as the T Drive. In either November or December of 2019, Smith searched
for “scampi” within the JEA computer networks and found two files on the T Drive based on his
search term. He explained these two files were different versions of the Project Scampi
Management Presentation (version 2019.11.20 and 2019.11.21).

He advised the Project Scampi Management Presentation contained a lot of information
previously presented during different JEA forums (e.g. JEA Internet site, JEA Board Meeting
agendas and presentations, etc.).

Smith advised the two Project Scampi Management Presentations were in a folder marked
“Allyssa.” He accessed the files because he believed the files were not confidential. He advised
the Project Scampi Management Presentations were neither password protected nor marked
confidential. He opined if the files were confidential, then the files should have been password
protected.

After Smith reviewed the JEA IT computer log (provided by the OIG), he stated that on
November 26, 2019, he accessed the T Drive and found the files regarding Project Scampi.
Smith stated he copied Project Scampi Management Presentation 2019.11.21 from the “Allyssa”
folder on the T Drive to his JEA computer’s F Drive and also saved a copy of Project Scampi
Management Presentation (version 2019.11.21) to a thumb drive (USB drive). According to
Smith, he saved the Project Scampi Management Presentation (version 2019.11.21) to a thumb
drive (USB drive) because he was afraid the information would disappear on the shared drive.

Smith stated he did not read the legal disclaimer [regarding confidentiality] located on slide two
of the Project Scampi Management Presentation (version 2019.11.21). He stated a lot of the
information contained in the presentation was also contained in the July 23, 2019, JEA Board of
Directors packet. Only later, after several employees were talking about the Atlanta meetings
(related to the ITN), did he think this PowerPoint presentation had been created for those
presentations.

Smith denied giving the Project Scampi Management Presentation to Council Member (CM)
Dennis but acknowledged that he had met with CM Dennis in December of 2019. He explained
CM Dennis met with him at his residence and they discussed the paving of the road Smith lived

° The OIG interviewed Smith under oath on January 9, 2020 and January 10, 2020.
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on. Smith explained he had been trying to get in contact with CM Dennis for a very long time
regarding the paving of the road. Smith reiterated he never gave the Project Scampi
Management Presentation to anyone, including CM Dennis.

Note: Subsequent to the interview conducted under oath on January 9, 2020, the OIG
contacted Smith, and left a message for Smith because his testimony was inconsistent
with the facts known to the OIG. On the morning of January 10, 2020, Smith contacted
the OIG and advised he had not been truthful about his testimony during the sworn
interview the prior day and wanted to come in and tell the truth regarding what had
actually occurred. A subsequent interview on January 10, 2020, was also conducted
under oath.

On January 10, 2020, Smith stated that during his OIG interview on January 9, 2020, he omitted
some information because he did not want CM Dennis to get in trouble. Smith opined it was his
duty to report something he believed was fraudulent, so he provided the Project Scampi
Management Presentation to CM Dennis. He stated he was concerned because he believed there
was “huge waste being done and fraud being perpetrated to the people that we [JEA] were in
some sort of death spiral and that they had to do something or they would have to lay off 670
people.” Smith based this belief on information he had read on JEA’s public website
(JEA.com).

Smith stated in December of 2019 (could not recall date), he was contacted by CM Dennis’
Executive Council Assistant, who knows Smith’s daughter, and inquired about whether he knew
anything about Project Scampi. He advised that he had a copy of Project Scampi which he had
found on a JEA shared drive. He was subsequently contacted by CM Dennis and asked if he
could provide a copy of the document to him (CM Dennis). Subsequently, CM Dennis came by
Smith’s residence and he handed CM Dennis the thumb drive which contained the Project
Scampi Management Presentation (version 2019.11.21). CM Dennis copied the Project Scampi
Management Presentation to a small tablet or small laptop computer and handed the thumb drive
back to Smith.

Smith advised he told CM Dennis that if anyone asked why CM Dennis and Smith met, Smith
would say they had talked about paving the road near his residence.

Smith stated that after his initial OIG interview he thought about the testimony he had provided
on January 9, 2020 and knew he had omitted information and had been untruthful. He decided
he needed to tell the truth.

Smith stated he did not give Project Scampi Management Presentation to anyone other than CM
Dennis. He understood the ITN process was confidential. However, he did not believe he was
providing confidential information to CM Dennis. It was his opinion that the Project Scampi
Management Presentation found on the T Drive would be available to the public through a
Public Records Request, if someone had contacted JEA.
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Smith stated he was familiar with and had participated in annual online training regarding the
JEA Acceptable Use Policy. He understood that the JEA Acceptable Use Policy outlined what
was and was not appropriate use in regards to JEA computer usage. Smith confirmed he did not
have permission from a supervisor to release the information regarding Project Scampi to CM
Dennis. However, Smith believed the City Council was entitled to the information.

Statement of Garrett Dennis, Council Member, City Council, COJ

On December 5, 2019, in the early evening, Council Member (CM) Dennis drove to the Smith’s
residence, for the sole purpose of picking up the Project Scampi Management Presentation. CM
Dennis stated Smith provided him with a thumb drive (USB drive) which he in turn inserted into
a tablet and subsequently downloaded the Project Scampi Management Presentation directly
onto the tablet. He stated he handed the thumb drive (USB drive) back to Smith.

While meeting with Smith, Smith also mentioned to him (CM Dennis) that his road needed to be
paved. CM Dennis advised the meeting took place at the end of Smith’s driveway and lasted
approximately 5 to 10 minutes.

CM Dennis stated he instructed his Executive Council Assistant to provide copies of the Project
Scampi Management Presentation to everyone in attendance at a noticed public meeting between
several council members on December 6, 2019. He stated he wanted to get the information out.

CM Dennis advised that over the years, on regular basis, citizens and employees of the
Consolidated Government would contact him and provide him with various information. He
considered any information brought to his attention to be a public record. As such, he would
distribute the information provided to him to other individuals.

CM Dennis expressed concern for Smith’s job, stating that he did not believe Smith should lose
his job over this disclosure. CM Dennis did not know how Smith obtained the Project Scampi
Management Presentation but believed Smith was trying to do the right thing by passing on the
information to him. CM Dennis stated that he suggested to Smith that he bring the document to
the Office of Inspector General if he had concerns related to fraud.

CONCLUSION

The OIG investigation concluded that former JEA Senior Leadership, who considered the
document to be confidential and/or sensitive information, did not take all the “necessary steps to
prevent unauthorized access to information” in violation of the JEA Acceptable Use Policy,
effective October 2, 2018, section 8.0 Confidential and Sensitive Information. Specifically, the
Project Scampi Management Presentation (version 2019.11.21) prepared as part of an ongoing
ITN process — a competitive solicitation which might be exempt from release under §286.0113
General exemptions from public meetings — had been saved on an unsecured shared drive (T
Drive), and the file had not been password protected.
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The OIG investigation did not address and makes no conclusions regarding whether the Project
Scampi Management Presentation (version 2019.11.21) was exempt or confidential under State
of Florida Public Records Law.

Based on records reviewed and testimony during the investigation, the OIG substantiated that in
November of 2019, Anthony J. Smith (Smith), Manager, Energy Distribution Service Operations,
JEA, accessed and downloaded the Project Scampi Management Presentation (version
2019.11.21). The OIG also substantiated that Smith provided Project Scampi Management
Presentation (version 2019.11.21) to CM Dennis without supervisor approval.

The OIG also concluded that the JEA Acceptable Use Policy, effective October 2, 2018, lacks
any articulated prohibition against JEA employees accessing JEA internal network drives for the
purpose of downloading (e.g. via USB drive) and providing confidential and/or sensitive
information to external parties without a clear business need, justification, and without prior
management approval.

RECOMMENDED CORRECTIVE ACTIONS

The OIG recommends the following corrective actions:

1. Establish a written policy and/or procedure to ensure JEA employees working with
confidential and/or sensitive information know to save the information in a secure
location and ensure that the work product is password protected, as appropriate. Provide
OIG with a copy of any newly established policy or procedure.

2. Review and update the JEA Acceptable Use Policy to include prohibitions against the
release of proprietary, confidential, and/or sensitive information to external parties by
JEA employees without a clear business need, justification, and without prior
management approval. In addition, outline any disciplinary action that could result in
violation of the policy. Provide the OIG with a copy of the updated JEA Acceptable Use

Policy.

3. Review and determine if the T Drive (shared drive) should remain accessible to all JEA
employees.

4. Please advise the OIG if any personnel action(s) (including all outcomes) is taken as a

result of this investigation.

IDENTIFIED, QUESTIONED, AND AVOIDABLE COSTS

Identified Costs: N/A Questioned Costs:  N/A Avoidable Costs: N/A
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SMITH’S RESPONSE

On June 3, 2020 the OIG mailed a copy of the draft Report of Investigation to Smith’s residential
address. Smith was provided the opportunity to submit a written explanation or rebuttal to the
findings in the draft Report of Investigation, due on or before June 15, 2020. On June 15, 2020,
Smith submitted a written response. Smith’s response is attached in its entirety to this report.

OIG’S REVIEW OF SMITH’S RESPONSE

On September 1, 2020, the OIG interviewed Smith under oath to gain clarity related to his
response, specifically relating to his understanding of JEA’s public records policy. Smith
advised he is aware that JEA has a process for handling public records requests; however, he did
not consider CM Dennis’ request to be a “formal” public records request. During the interview,
Smith stated, “... | know there are processes in place, and | should have followed them, but I
didn’t.”

MANAGEMENT COMMENTS AND CORRECTIVE ACTIONS

On June 3, 2020, the Interim Managing Director and Chief Executive Officer, JEA, was provided
the opportunity to submit a written explanation or rebuttal to the findings in the draft Report of
Investigation within twenty-one (21) calendar days, due on or before June 24, 2020.

On June 24, 2020, a written response was received from the Interim Chief Compliance Officer,
JEA. The response is attached in its entirety to this report. Additionally, JEA provided a follow
up response dated September 18, 2020, attached in its entirety to this report, which provided an
update to the initial response.

Initially, JEA advised that Technology Services is executing a plan to migrate all users to
SharePoint and eliminate the T Drive before September 30, 2020. The updated response advised
that this will be accomplished towards the end of the 2020 calendar year. JEA also advised that
Smith was verbally counseled, which the OIG subsequently confirmed occurred in July of 2020.
However, JEA did not agree to review or update policies related to Recommended Corrective
Actions #1 and #2.

0OIG’S COMMENTS RELATED TO MANAGEMENT RESPONSE

Based on a review of JEA’s Management Responses, OIG continues to maintain the
recommendation that JEA should update the Acceptable Use Policy to include prohibitions
against the release of proprietary, confidential, and/or sensitive information to external parties by
JEA employees without a clear business need, justification, and without prior management
approval. In addition, the OIG continues to recommend outlining any disciplinary action that
could result in violation of the policy.
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The OIG recommendations regarding policy updates were intended to strengthen internal
controls and be broad in scope rather than specific to the document at the center of this
disclosure. Additionally, the recommendations were to ensure that any of JEA’s proprietary
and/or confidential/sensitive information is protected and that any release of information does
not circumvent JEA’s Public Records Request policies and procedures.

Attachments:
1 — Smith’s Response, dated June 15, 2020
2 - JEA Management Response, dated June 24, 2020 and September 18, 2020

cc: IG Distribution 2020-0005

This investigation has been conducted in accordance with the ASSOCIATION OF
INSPECTORS GENERAL Principles & Quality Standards for Investigations.
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Anthony “AJ” Smith - Response to Office of Inspector General
Report of Investigation #2020-0005

On January 9™ and 10%, 2020, I was interrogated by the Inspector General and one additional
investigator for more than 5 hours. Contained in the Office of Inspector General’s (OIG) report
are 14 paragraphs that summarize those hours. In that summary, I felt that key information was
omitted or minimized, and I decided that it was necessary to file this response to provide
important information and context.

I'will go through the OIG’s report and respond to it in the order that it was written. I will also be
including a 38 Page Document titled JEA Code of Conduct, as I will be making references to that
document in my response.

The first thing, and possibly most important, was the statement in the third paragraph of Page 2
of the OIG’s report that stated, “The OIG investigation concluded that JEA did not take all the
‘necessary steps to prevent unauthorized access to information’ in violation of the JEA
Acceptable use policy... . In addition, the end of that paragraph states that the Scampi file
“...had been saved on an unsecured shared drive (T Drive) and the file had not been password

protected”.

Two significant things that I want to point out are:

1. That the OIG concluded that JEA Violated their own Acceptable Use Policy by
not securing the Scampi document.

2. The file was saved on an unsecured, shared drive (T drive), however, the way that
the “T Drive” is displayed on any computer that accesses the JEA network is
actually “Shared Everyone — Delete After 30 Days (\corp.jea.com\root) (T:)”.
It is always abundantly clear that this was never intended to be a location to save
“confidential” information, as it was a drive that was shared with everyone, which
is clearly stated in its title. In the OIG’s report, the drive is only referred to as the
“T drive”, which is technically accurate, but certainly does not convey the clarity
that the full drive name describes.

When I first seen the name “Shrimp Scampi”, it was from a twitter post that was on my feed
about some new information regarding the pending JEA sale. I wanted to find out more about the
document, since I am a 15-year employee with plans to retire and I would have been greatly
affected if the JEA were sold.

[ went to my computer and opened up Windows explorer and typed in the search window
“scampi”. Instantly, a file folder that was titled “Alyssa” opened up in the Shared Everyone (T-
Drive) that contained two files with the name - “Project Scampi”. When I clicked on the files,
they opened up. There was no need for a password, nor was there any type of encryption. They
were both unsecured files on an unsecured, shared drive that was open to anyone with access to
the JEA network to see.

The Project Scampi document was a Power Point presentation with 169 slides. Of those 169
slides, 54 slides were blank or just had the header and/or some notes, 12 slides were Section Title
Slides with no other information, and 96 slides were of Senior Leadership Team (SLT) bios as
content presenters, Table of content slides, Organizational Charts, slides containing previously

2020-0005, Attachment 1
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released Public documents from the July 23" 2020 board meeting information packet, or slides
from public information sources.

Not only was the Project Scampi document populated with nearly 100% of its content from
previously released public information, The JEA Financial Analyst that updated the file on a
regular basis stated in her testimony on Page #10 of the OIG report that, “...she did not receive
any clear guidance from the SLT (or anyone) that the management presentation was
confidential, should be in a password-protected file, or should be stored in the Data Room,
prior to the leak of information” This Data Room was a secured, access restricted, hard drive
location that was created specifically for the ITN related information that needed to be kept
confidential — it was available for her to use, but instead, she placed it in the Shared Everyone (T-
Drive) because she had never been told the file was confidential.

In addition, the JEA Financial Analyst testified also on Page 10 of the OIG report that, ... most
of the information in the Project Scampi Management Presentation was from previous JEA
Board of Director Packets...”. She later testified that, “the leaked version (Project Scampi
Management Presentation 2019.11.21) was not the current version that was actually being
worked on at the time of the leak, on December 6, 2019, as he management presentation had
evolved due to various updates and revisions by the SLT”.

In the third paragraph on Page #11 of the OIG’s report, I testified that I downloaded the Project
Scampi document from the Shared Everyone (T-Drive} and saved it to my computer and to a
USB thumb drive. I did this because I wanted to read the presentation in its entirety, as it was
important to me, since the sale of JEA would have affected me and my family and I didn’t want
it to be deleted before I could go through it.

Initially, The Inspector General and her Investigator had indicated that I had violated the JEA
Acceptable Use Policy by copying this file and saving it without my supervisors permission, but
in the OIG’s report on Page #6 on the third paragraph down it states, “Based on a review of the
current policy, the policy lacks any articulated prohibition against JEA employees accessing
JEA internal network drives for the purpose of downloading (e.g. via USB drive) and providing
proprietary, confidential, and/or sensitive information to external parties without a clear
business need, justification, and without prior management approval”.

The report later states, “there is, however, a prohibition against revealing or publicizing sensitive
information via email (6.3 Internet) and a prohibition against forwarding sensitive information
via email to any party outside of JEA without the prior approval of a manager (6.4 Electronic

Messaging). Neither prohibition is applicable to this investigation™.

When I downloaded the Project Scampi document, I had no intention of doing anything other
than reading it for myself to get as much information as I could about the potential sale of JEA.
However, I was later contacted by the councilman's office and asked if I might have a copy of
the Project Scampi document. I told them that I did, and I would be glad to share it as it was on a
shared drive that was open to everyone at JEA and would have been available for a public
records request.
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When I shared the file, I did not know that the Councilman was going to release it in a public
meeting, | just figured that he was looking at it for his own research. I also didn't feel that [ was
doing anything wrong, as I knew the file had not been in a secured location and it did not contain
any additional information, that I had seen, than what had already been released on the July 23",
2020 board of directors information packet.

Also, I was comfortable sharing the file with a City Councilman because JEA is an agency of the
city, and the City Council is not only our legislative body, they also hold JEA’s purse strings by
approving their operating budgets every year.

I wanted Councilman Dennis to have the information because he was one of a few council
people that were looking into the possible sale of JEA, and more importantly, looking into the
integrity and honesty of the Senior Leadership Team’s effort to sell the company. I felt that the
whole process to sell the company was based on misleading information and a desire by the
senior leadership team and the CEQ to profit from the sale of the company, which is explicitly
forbidden in the city ethics code and the JEA ethics code. In addition, every employee of JEA,
including management, has an obligation to report any suspected ethics violations up the chain to
their management. If they were aware of it, they were supposed to report it. Several of them
didn’t and are still there today.

I felt that, had I reported it through the normal channels, it would have been ignored or
retaliation would have been taken against me. I thought that Councilman Dennis provided a good
alternative to using the normal ethics reporting channels, as he was essentially at the top of our
company structure by being a Councilman of the city of Jacksonville, which is our owners.

During my January 9™, 2020 interrogation, I was not truthful with the Inspector General as to my
reason for meeting with Councilman Dennis. [ was concerned that had I told them that I shared
the file with the Councilman, it may have hindered him from being able to affectively investigate
the JEA sale. However, after speaking with him later that night, he told me that I should be
truthful about it not to worry about anything happening to him.

On the next morning I called Inspector General and told her that [ wanted to correct some of my
testimony from the previous day that was not accurate. | came back to her office later that
afternoon and corrected my testimony regarding what had actually occurred with my meeting
with the Councilman.

I am glad that I gave the file to the Councilman and I am thankful for his, and his feflow council
people's efforts to expose the fraud, the waste, and the greed that surrounded and motivated the
SLT and CEO to try to sell the company.

In the past couple months, we have seen JEA’s entire Senior Leadership Team, including the
CEQ, ousted in disgrace, City Council investigations, States Attorney investigations, and now
federal investigations into the sale efforts and the fraud surrounding those efforts.

The cost to the city of Jacksonville for this sale effort is still unknown, but the last reported that 1
saw was in excess of $12 Million.
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No previous CEO or Senior Leadership Team that I have worked for has ever had such a
disregard for their responsibilities to their positions and to the citizens of Jacksonville. We are all
servants of the city. OQur purpose is to serve the city and the citizens and provide safe utilities at a
reasonable cost. We're not in business to make a profit, our function is to serve our ratepayers.

The effort to sell JEA was conducted in secret, from not only the public, but also the rank and
file and frontline managers of JEA. The information that we were receiving from our senior
leadership was essentially the same talking points that were being given to the media. When we
asked questions to get specific information, they would either go unanswered or we would get a
canned response that wasn't entirely accurate. I, as well as most of the JEA employees, had to
rely on media reports to get most, if not all, of our meaningful information regarding the sale.

I have included a copy of JEA's Code of conduct to this document. It contains information that
all JEA employees are required to read, understand, and follow. It applies to everyone, including
senior leadership - all the way up to the CEO.

Here are some items that I want to point out from the JEA code of conduct document,

e On page #8 of the JEA code of conduct it speaks about conflicts of interest. One
of the definitions of a conflict of interest that directly relates to the recent effort
sell JEA is listed on #4. It says, “having a personal interest, financial interest or
potential gain in any JEA transaction”. Had the Performance Unit Plan (PUP)
been in place and the sale of JEA went through, the financial windfall to the
senior leadership team and the CEO would have been substantial. This was a
clear conflict of interest and should have been reported as such.

* On page #14 of the JEA code of conduct it speaks about ethical behavior. It
states, “If an employee suspects an employee, vendor, or customer of fraud, the
employee must report it... ”. This clearly shows that everyone involved in the sale
of JEA should have been reporting any fraudulent activity that they knew about.
Clearly, this was not the case.

e On page #15 of the JEA code of conduct it speaks about the expectations for
everyone at JEA. One of the items states, “All JEA employees shall: ...promptly
report any suspected illegal or unethical conduct by employees or vendors to
management or other appropriate authorities”. I chose to not send my report to
management, instead [ gave information to the City Councilman, who, I felt, was
the appropriate authority to take the necessary action.

e On page #17 of the JEA code of conduct it discuss is additional responsibilities
for company management. It states, “Employees in management positions are
considered our ethical leaders. As such, these leaders have additional
responsibilities that go beyond those we all share. If you are a manager or
supervisor, you were expected to lead by example and serve as an ethical role
model for others™,
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In closing, I would like to say that all of us at JEA embrace our responsibilities to conduct
business in an ethical fashion. I would comfortably say that 99% of the workforce does that
every single day. We all have a vested interest in the success of JEA and in providing great
service to our customers and to the City of Jacksonville. Throughout the years we have proven
this. Our ethical stance has been clear and resolute and will continue to do so. The past senior
leadership team and CEQ does not reflect our values or commitments of the rest of the JEA
team.

Respectfully,

A.J. Smith - Signed June 15, 2020

/'é%q g /fj‘% IS Tuwe Jo20

Delivered via email to InspectorGeneral@coj.net

And via Hand Delivery to Office of Inspector General, 231 E. Forsyth Street, Suite 470,
Jacksonville, Florida 32202
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21 West Church Street
Jacksonwille, Florida 32202-3139

June 24, 2020

Ms. Lisa A. Green

Inspector General

Office of Inspector General, City of Jacksonville
231 E. Forsyth Street, Suite 470

Jacksonville, FL 32202

Subject: JEA’s Management Response Pursuant to OIG General Investigation
Number 2020-0005

Dear Ms. Green:
We are herein providing our management response to your DRAFT Report of
Investigation dated June 3, 2020, which includes a summary of our corrective

action plan, and its status.

Recommended Corrective Actions

1. Establish a written policy or procedure to ensure JEA employees
working with confidential and/or sensitive information know to save the
information in a secure location and ensure that the work product is
password protected, as appropriate. Provide OIG with a copy of any
newly established policy or procedure.

Management’s Response

As the OIG’s report cites with several excerpts from JEA’s Acceprable
Use Policy, said policy includes guidelines that address the proper
handling of confidential and/or sensitive information.

However, it is management’s position that the document, and its content,
as described in this report, which the employee shared with the elected
official, would be considered part of a matter of public dispute, and not
of a confidential nature. Furthermore, the elected official is a member of
the City of Jacksonville’s City Council, which has primary oversight of
JEA’s activities.
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Accordingly, we do not plan to draft a new written policy or procedure
specific to this recommendation.

. Review and update the JEA Acceptable Use Policy to include
prohibitions against the release of proprietary, confidential and/or
sensitive information to external parties by JEA employees without a
clear business need, justification, and without prior management
approval. In addition, outline any disciplinary action that could result
in violation of the policy. Provide the OIG with a copy of the updated
JEA Acceptable Use Policy.

Management’s Response

As noted in our response to recommendation #1 above, it is
management’s position that the document and its content, which the JEA
employee shared with the elected official, would be considered part of a
matter of public dispute, and not as one of a confidential nature,

Accordingly, we do not plan to update the Acceptable Use Policy
specific to this report’s recommendations.

. Review and determine if the T drive (shared drive) should remain
accessible to all JEA employees.

Management’s Response

For several months, Technology Services has been executing a plan to
set up or migrate all users that have active credentials from a network-
shared file storage system F: drive mapping to an Intranet instance of
SharePoint (mydrive).

The purpose of this work is to provide seamless integration between
Office products and a dedicated mydrive space for each user. This will
allow Technology Services to update the Office default save location
from the T: drive to the F: drive as a matter of improving operations and
security.

We are in the final stages of this work and expect to eliminate the T:
drive before September 30, 2020.
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4. Please advise the OIG if any personnel actions(s) (including all
outcomes) is taken as a result of this investigation.

Management’s Response

No personnel action is being taken as a result of this investigation,
However, the employee will be advised of the importance of being
truthful with investigation officials, as well as exercising caution with
the handling and distribution of documents.

Please contact me if you need additional information regarding our corrective
action plan.

Sincerely,

P Ay

Steven V. Tuten

Interim Chief Compliance Officer
JEA

21 W, Church Street, T16
Jacksonville, 32202

(904) 665-5206; tutesv@jea.com

Cc: Mr. Paul McElroy, Interim Chief Executive Officer & Managing Director
Ms. Jodi Brooks, Chief Legal Officer
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24 West Church Street

Jacksonville, Florida 32202-3139

September 18, 2020

Ms. Lisa A. Green

Inspector General

Office of Inspector General, City of Jacksonville
231 E. Forsyth Street, Suite 470

Jacksonville, FL 32202

Subject: JEA’s Management Response Pursuant to OIG General Investigation
Number 2020-0005

Dear Ms. Green:
We are herein providing our management response to your DRAFT Report of
Investigation dated June 3, 2020, which includes a summary of our corrective

action plan and its status.

Recommended Corrective Actions

1. Establish a written policy or procedure to ensure JEA employees
working with confidential and/or sensitive information know to save the
information in a secure location and ensure that the work product is
password protected, as appropriate. Provide OIG with a copy of any
newly established policy or procedure.

Management’s Response
g P

As the OIG’s report cites with several excerpts from JEA’s Acceptable
Use Policy, said policy includes guidelines that address the proper
handling of confidential and/or sensitive information.

However, it is management’s position that the document, and its content,
as described in this report, which the employee shared with the elected
official, would be considered part of a matter of public dispute, and not
of a confidential nature. Furthermore, the elected official is a member of
the City of Jacksonville’s City Council, which has primary oversight of
JEA’s activities.

Accordingly, we do not plan to draft a new written policy or procedure
specific to this recommendation.
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2. Review and update the JEA Acceptable Use Policy to include
prohibitions against the release of proprietary, confidential and/or
sensitive information to external parties by JEA employees without a
clear business need, justification, and without prior management
approval. In addition, outline any disciplinary action that could result
in violation of the policy. Provide the OIG with a copy of the updated
JEA Acceptable Use Policy.

Management’s Response

As noted in our response to recommendation #1 above, it is
management’s position that the document and its content, which the JEA
employee shared with the elected official, would be considered part of a
matter of public dispute, and not as one of a confidential nature.

Accordingly, we do not plan to update the Acceptable Use Policy
specific to this report’s recommendations.

3. Review and determine if the T drive (shared drive) should remain
accessible to all JEA employees.

Management’s Response

For several months, Technology Services has been executing a plan to
set up or migrate all users that have active credentials from a network-
shared file storage system F: drive mapping to an Intranet instance of
SharePoint (mydrive).

The purpose of this work is to provide seamless integration between
Office products and a dedicated mydrive space for each user. This will
allow Technology Services to update the Office default save location
from the T: drive to the F: drive as a matter of improving operations and
security.

Although we are in the final stages of this work, the risks associated with
a global enterprise setting require that we plan the actual implementation
to occur before the end of the calendar year (December 31, 2020) to
ensure it does not impact activity associated with the end/beginning of
the fiscal year.
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4. Please advise the OIG if any personnel actions(s) (including all
outcomes) is taken as a result of this investigation.

Management’s Response

No personnel action is being taken as a result of this investigation.
However, the employee was advised of the importance of being truthful
with investigation officials, as well as exercising caution with the
handling and distribution of documents.

Please contact me if you need additional information regarding our corrective
action plan.

Sincerely,

Py o

Steven V. Tuten

Interim Chief Compliance Officer
JEA

21 W. Church Street, T16
Jacksonville, 32202

(904) 665-5206; tutesv@jea.com

Ce: Mr. Paul McElroy, Interim Chief Executive Officer & Managing Director
Ms. Jody Brooks, Chief Legal Officer
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