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OFFICE OF THE COUNCIL AUDITOR
Suite 200, St. James Building

March 7, 2017 Report #791

Honorable Members of the City Council
City of Jacksonville

INTRODUCTION

The Duval County Clerk of Courts and the Florida Department of Highway Safety and Motor
Vehicles (DHSMV) entered into a memorandum of understanding (MOU) related to the Clerk’s
access to the Driver and Vehicle Information Database (DAVID) system which is maintained by
the DHSMV. Pursuant to the MOU, upon request from the DHSMV the Clerk of Courts is
required to provide an attestation from a currently licensed CPA, its internal auditor or inspector
general. As such, we were requested to conduct a compliance attestation on the Clerk’s internal
controls surrounding its access and use of the DAVID system. When finalizing the work we
elevated the standards followed to that of a performance audit.

The DAVID system contains a variety of confidential personal information regarding Florida
drivers such as driver license number, home address, license plates, social security number,
driver’s history, emergency contact information, drivers’ picture, etc. The Clerk of Courts uses
DAVID information in court or traffic related cases for research or confirmation purposes only.

As of January 31, 2017, there were fifteen employees with access to DAVID. Two users were IT
employees or system administrators and the other thirteen employees using the database worked
in the Misdemeanor, Felony, or Traffic areas at the Clerk of Courts. Clerk employees performed
a total of 9,556 searches in DAVID from January 1, 2016 through January 31, 2017.

STATEMENT OF OBJECTIVE

To evaluate and determine that proper internal controls are in place to protect personal data in the
DAVID System from unauthorized access, distribution, use, modification, or disclosure.

STATEMENT OF SCOPE AND METHODOLOGY

The scope of the audit was January 1, 2016 through January 31, 2017. We identified major
internal controls in place to protect personal data contained in the DAVID System. We also
identified any internal control in place that ensures compliance with Sections 4(B) and 5 of the
MOU. We then tested these controls to determine whether or not we could rely on them to meet
the audit objective. Lastly, we randomly selected a week within the audit scope period and ten
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DAVID users to review usage. We obtained and reviewed their respective user activity report as
follows:
e We searched each name listed on the user activity report in the Duval County Court Records

Inquiry database, to verify if these individuals had any court or traffic related case that could
justify the search performed by Clerk employees.

e We performed internet searches to find out if the individual searched was a celebrity or a
politician.

e We also compared the last name of the Clerk employee doing the search with the last name
of the individual being searched to see if they were potentially related.

e We also determined whether or not the DAVID search was done during regular working
hours (from 8:00 am to 6:00 pm).

REPORT FORMAT

Our report is structured to identify Internal Control Weaknesses, Audit Findings, and
Opportunities for Improvement as they relate to our audit objectives. Internal control is a process
implemented by management to provide reasonable assurance that they achieve their objectives
in relation to the effectiveness and efficiency of operations and compliance with applicable laws
and regulations. An Internal Control Weakness is therefore defined as either a defect in the
design or operation of the internal controls or is an area in which there are currently no internal
controls in place to ensure that objectives are met. An Audit Finding is an instance where
management has established internal controls and procedures, but responsible parties are not
operating in compliance with the established controls and procedures. An Opportunity for
Improvement is a suggestion that we believe could enhance operations.

STATEMENT OF AUDITING STANDARDS

We conducted this performance audit in accordance with generally accepted government
auditing standards. Those standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our findings and conclusions
based on our audit objectives. We believe that the evidence obtained provides a reasonable basis
for our findings and conclusions based on our audit objectives.

AUDITEE RESPONSES

Responses from the Clerk of Court’s Office have been inserted after the respective finding and
recommendation. We received these responses from Ronnie Fussell, Duval County Clerk of the
Court, in a memorandum dated March 29, 2017.



AUDIT CONCLUSIONS

Overall the Clerk of Courts has adequate controls in place to protect the personal data from
unauthorized access, distribution, use and modification or disclosure; however, we did find that
the agency is not in full compliance with all requirements as required in the contractual
agreement between the Clerk of Courts and the DHSMV and that there were misuses of the
DAVID database by an employee.

AUDIT OBJECTIVE

To evaluate and determine that proper internal controls are in place to protect personal
data in the DAVID System from unauthorized access, distribution, use, modification, or
disclosure.

Finding 1 *Misuse of DAVID Information by Employee*

We found evidence that an employee at Clerk of Courts appears to have misused the DAVID
system on multiple occasions. This employee performed 25 searches on eight different
individuals including themselves that appear to be unauthorized. These searches were of their
spouse, siblings, a parent and others.

We were unable to find any public records in the Duval County Clerk of Courts website (such as
a traffic ticket, a misdemeanor or felony case connected to these individuals) that would justify
these searches done by the employee as business related.

Section 5(A) of the MOU states that information exchanged will not be used for any purposes
not specifically authorized by this agreement. Unauthorized use includes, but is not limited to,
queries not related to a legitimate business purpose, personal use, and the dissemination, sharing,
copying or passing of this information to unauthorized persons. Additionally, personal
information contained in motor vehicle record is considered confidential pursuant to the Driver’s
Privacy Protection Act, 18 U.S.C. 2721

Unauthorized uses of driver’s information from DAVID could result in civil proceedings against
the agency and/or criminal proceedings against any user or other person involved. Violations or
misuse may also subject the user and the agency to administrative sanctions and could result in
DAVID access termination.

Recommendation to Finding 1

We recommend that the Clerk of Courts further investigate these DAVID misuses and then take
adequate corrective and administrative actions. If it is determined that personal information has
been compromised, then the Clerk of Courts must notify the DHSMV and the affected
individuals as required by the MOU. Finally, the Clerk of Courts should monitor employees’



activity in DAVID on an on-going basis to deter and detect any future misuse of the database
consistent with Finding 2.

Auditee Response to Finding 1

Agree X Disagree [_] Partially Agree [ ]

We agree with this recommendation. Upon being notified of this finding, the Clerk's Office
reported the suspected misuse to the Jacksonville Sherriff's Office Integrity/Special
Investigations Unit for further investigation. The JSO concluded that a crime was not
committed, but rather violations of the DAVID User Agreement and Office Policy and
Procedure. In addition, as required by the MOU, the Clerk's Office has notified the Department
of Highway Safety and Motor Vehicles (DHSMV) of this incident. This employee's access to
DAVID was immediately terminated and a disciplinary action initiated. The Clerk's Office takes
this breach very seriously and it will not be tolerated.

Finding 2 *Users’ Activity Not Monitored Reqularly*

Based on our review, it appears that management is not regularly monitoring employees’ activity
in the DAVID database. In order for a supervisor to monitor other employees’ activity, he/she
has to run a User Activity Report which shows all user activity including searches and pages
visited by the employee in the DAVID system. We found that a User Activity Report was only
run twice on April 7, 2016 by the former system administrator and run 5 times in January 2017
by the current system administrator. When reviewing the User Activity Report for the supervisor
in charge of monitoring other employees’ activity, we did not find any evidence that indicates the
employee was periodically reviewing and monitoring users’ activity in the DAVID database
during our audit scope period.

Section 5(F) of the MOU states that all access to the information must be monitored on an on-
going basis by the requesting party. Additionally, not monitoring users’ activity regularly
increases the chances that unauthorized access or misuse of the database goes undetected.

Recommendation to Finding 2

We recommend that the Clerk of Courts monitor employees’ activity in DAVID on an on-going
basis as required by the MOU. Also, the monitoring should be documented in some form.

Auditee Response to Finding 2

Agree [X] Disagree [_] Partially Agree []

We agree with this recommendation.



Finding 3 *Lack of Evidence That Quality Control Reviews Are Being Done Quarterly*

The Clerk of Courts was unable to provide adequate documentation that shows the quarterly
quality control reviews were done for the period covering April through December of 2016. The
DHSMYV created a comprehensive Quarterly Quality Control Review form that explains in detail
the audit steps that agencies should follow when performing their quarterly quality control
review. The Clerk of Courts did not use the Quarterly Quality Control Review form provided by
the DHSMV during our audit scope period.

Section 4(B)(9) of the MOU states that the requesting agency agrees to conduct quarterly quality
control reviews to ensure all current users are appropriately authorized. Section 5(F) of the MOU
states that all access to the information must be monitored on an on-going basis by the requesting
party. Additionally, good business practices suggest using a uniform form or program when
conducting a quality control review.

Recommendation to Finding 3

We recommend that the Clerk of Courts perform a quality control review every quarter as
required by the MOU and properly document the work done. The Clerk should use the Quarterly
Quality Control Review form provided by the DHSMV when performing their quarterly review.
Finally, the agency should perform every step mentioned in this form.

Auditee Response to Finding 3

Agree X Disagree [_] Partially Agree [ ]

We agree with this recommendation.

Finding 4 *Access Permissions Not Removed Timely*

We found one employee who resigned on May 30, 2014 but whose access to the DAVID system
was not removed until November 8, 2016. This employee had access to the database for 893 days
after the employment was terminated at the Clerk of Courts. However, per the employee’s User
Activity Report, it appears that the former employee never accessed the database after being
terminated.

Section 4(B)(9) of the MOU states that the requesting agency agrees to update user access
permissions upon termination or reassignment of users within five working days.

Recommendation to Finding 4

We recommend that access rights be removed upon termination or reassignment within five
working days as required by the signed MOU.



Auditee Response to Finding 4

Agree X Disagree [ ] Partially Agree [_]

We agree with this recommendation. User lists are being reviewed on an ongoing basis. In
addition, notification is sent from Human Resources to Information Technology staff as to any
changes in employment status so IT administrators can make the appropriate changes to system
access.

Internal Control Weakness 1 *Issues with Access Rights in DAVID*

There are two users who are IT employees with improper access rights to the DAVID system.
They have the ability to do searches in the database even though they do not need these
capabilities to perform their job functions. These two employees are the system administrators
and their primary function as it relates to the DAVID system is to grant or remove other users’
access rights as requested by management. Best business practices suggest that employees
should only be granted the access rights needed to perform their job functions.

We reviewed the user activity report for these two employees and it appears that they have never
performed any searches in DAVID which would be considered outside their job functions.
Additionally, it appears that their activity in the database has only been IT related.

Recommendation to Internal Control Weakness 1

We recommend that the Clerk of Courts review the access rights granted to the system
administrators to ensure they only have the appropriate access rights needed to perform their job
functions.

Auditee Response to Internal Control Weakness 1

Agree X Disagree [ ] Partially Agree [_]

We agree with this recommendation and the rights for the two IT administrators have been
modified to reflect this recommendation.



We appreciate the assistance and cooperation we received from the Clerk of Courts through the
course of this audit.

Respectfully submitted,

Kirk A. Sherman, CPA
Council Auditor
Audit Performed By:

Brian Parks, CPA, CIA, CGAP
Chedly Broche, CPA



